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1. INTRODUCTION

This specification covers the required design criteria, technical specifications of materials,
inspection and testing, delivery and acceptance conditions and warranty conditions with
primary focus on the remote management of intake valves used in irrigation networks to be
constructed or already constructed by the General Directorate of State Hydraulic Works to
ensure the most efficient use of water according to soil moisture, meteorological parameters,
water budget, soil structure and plant water needs.

2. TERMS AND DEFINITIONS

Gateway: A data collector/transmitter device that collects information from the field and
transmits it to the central server, sending control commands from the central server to the
relevant field device.

Sensor: A device that convert physical quantities such as heat, light, humidity, precipitation,
pressure, etc. into electrical signals

Embedded software (firmware): Software developed by the manufacturer to provide control
and communication within or between hardware components

HMME GTS: General Technical Specifications for Hydrometric and Meteorological
Measuring Elements (HMME)

Control command: Bidirectional commands between software and hardware
LoRa: A long-range low-power wireless communication technology

LoRaWAN: A long-range, low-power wireless communication network protocol based on
LoRa technology developed by the LoRa Alliance, designed to connect wirelessly to the
Internet in national or global networks powered by batteries or external power

Automation: Remotely controlling, monitoring and managing the irrigation system as a
whole

WCE GTS: General Technical Specifications for Water Control Equipment

Server: The system (hardware and software) hosting the application that manages data within
the DSI network

Data communication application: The application that processes, records, and interprets
data received from devices (such as control units, sensors, and flow meters) via LoORaWAN,
ensures communication standards, and transmits commands from the central system to field
devices

Database: The system in which data is stored within the DSI network.

Software: The computer program that manages the automation system installed on the server
at the DSI General Directorate



3. GENERAL PROVISIONS

The automation system components mentioned in this specification shall be manufactured
and inspected according to the principles given in this specification and its annexes, and
acceptance tests shall be carried out. As the Administration requests products with
specifications differing from the referenced standards in this specification, The Contractor is
obliged to manufacture or have manufactured products that comply with the characteristics
requested by the Administration.

Automation system components shall be manufactured in accordance with the relevant
TS, EN, ISO standards or standards accepted by the Administration for matters not specified
in the specifications and shall undergo inspection and acceptance tests. In the event that the
standards contain different provisions, applicable standard shall be determined by the
Administration. The current versions of the referenced standards and legislation shall be taken
into account.

In the event of any inconsistency between this specification and other relevant
specifications referenced herein, the provisions of this specification shall prevail.

All necessary tools, equipment, and personnel required to ensure that production meets the
quality specifications shall be provided by The Contractor.

The Contractor may be the manufacturer producing the automation system components,
the software developer creating the automation software, the construction company managing
and directing these works, or a natural/legal entity performing any or several of these works
and processes simultaneously. However, in all cases, The Contractor shall be responsible for
fulfilling the requirements within the scope of this specification.

The Contractor shall submit an Automation Equipment Evaluation Form to the
Administration for approval before supplying the products, which includes detailed technical
specifications, operating conditions, information on embedded software, automation
architecture, user manual, manufacturer's name, and external network address (if applicable,
e.g., URL or IP address) for all electronic products, devices, and materials. The Contractor
shall begin production of the product specified in the Form approved by the Administration,
after receiving the Administration's production instructions, and shall notify the
Administration of the start and end dates of production. The Administration may conduct
announced/unannounced inspections at every stage of production.

The electronic components of the automation system shall be manufactured to have a
service life of at least twenty years. The Contractor shall guarantee that the automation system
component meets these durations with technical documentation and/or tests. User/operator
errors shall not be considered within this scope.

The Contractor shall possess the following;

A valid Standard Conformity Certificate issued by an accredited certification institution or
the Turkish Standards Institute, covering the specifications of all automation system
components to be supplied, for automation system components that have
national/international standards,

TS EN ISO 9001 Quality Management System Certificate,



TS EN ISO 14001 Environmental Management System Certificate,
TS EN ISO 27001 Information Security Certificate,
TS ISO 45001 Occupational Health and Safety Management System Certificate,

License/Certificate/Copyright Document for the software used in the automation system
components,

A quality control unit responsible for verifying manufacturing adequacy of the designed
and produced products,

Documentation demonstrating the employment of at least one electrical / electrical &
electronics / electronics / electronics and communications engineer, at least one computer /
software engineer, and at least one engineer responsible for quality control in production,

Testing facilities capable of carrying out the production, inspection, and acceptance tests
specified in this specification or standards for the product.

All equipment used for measurements during inspection shall have a current calibration
certificate.

All automation system components shall have unique identification numbers. To ensure
traceability of every part comprising the automation system, a traceability process shall be in
place, including material batch numbers, material receipt quality control documents, product
certificates, production records (control command, production, quality control stages,
production machine, production date, etc.), and process control test records.

In test reports prepared by accredited laboratories, if the measurement results fall outside
the reference value range specified in the specifications, the relevant measurement shall be
indicated in the test report using a different font/color/shape. The administration may, if
necessary, have the entire production process inspected by independent auditing firms or by a
technical staff member permanently assigned to the production facility.

The specific absorption rate (SAR) of communication units shall be within the legal limit
values.

The Contractor shall install all components in accordance with the manufacturer's
instructions and assembly techniques, ensuring accurate measurements are possible, and shall
supply all additional fittings (pipes, profiles, flanges, gaskets, bolts, nuts, washers, etc.),
materials, tools, and equipment required for installation.

In irrigation facilities constructed in accordance with WCE GTS (R02), automation shall
be carried out without changing the existing IV equipment unless there is a contrary provision
in the Special Technical Specifications. However, if The Contractor reports that the existing
system is not in compliance with WCE GTS (R02), this situation shall be recorded by the
Administration, and it shall be the Administration's responsibility to remedy the non-
compliance of the existing system.

The automation system components supplied according to this specification shall be
compatible with automation system components from other manufacturers without requiring
any hardware modifications.



The Contractor shall be responsible for the installation of all automation system
components and shall be responsible for any damage arising during installation and shall
compensate for such damages.

If required by the Administration, the protective structures for the automation components
shall be constructed by The Contractor.

The Contractor shall provide a warranty for all electronic components used during the
warranty period specified in the contract, and shall undertake to supply any necessary parts or
spare parts and provide service support for a period of ten years.

During the warranty period, maintenance, repair, refurbishment, labor, transportation, and
software/hardware expenses, whether partial or not, shall be borne by The Contractor. The
Contractor shall be responsible for repairing any damage or loss resulting from its failure to
perform or its delayed performance of maintenance and repair obligations. Any malfunctions
that occur during this period shall be documented by the operating personnel and
communicated to The Contractor via SMS, facsimile, or email. The Contractor shall complete
the necessary repairs, replacements, and maintenance on-site within a maximum of three
business days. If The Contractor is unable to resolve the fault on-site, a new product shall be
supplied and delivered to the operator in working condition within an additional three
business days. If The Contractor fails to take action within the specified time frame, this shall
be documented by the operational personnel in a report. If The Contractor fails to take action
within the specified time, the fault shall be remedied at The Contractor’s expense.

Except as permitted in this specification, the data shall not under any circumstances be
stored anywhere other than the server and database at the General Directorate of State
Hydraulic Works (DSI), and necessary measures shall be taken to prevent third parties from
accessing the data.

The DSI logo shall be affixed on at least one surface directly visible from the outside of
the products; if a manufacturer's logo is used, the manufacturer's logo shall not be larger than
the DSI logo.

The Contractor shall be responsible for ensuring the automation system is operational.

The Contractor shall submit the locations of the automation system components for use in
Geographic Information Systems (GIS) to the Administration in .shp, .kml, and .kmz digital
file formats prior to provisional acceptance.

All necessary hardware and embedded software required for the software to remotely
control the IVs shall be installed by The Contractor.



4. AUTOMATION

4.1. General

The automation system shall be based on the following principles: The automation system
shall provide the information requested by the server through a communication infrastructure,
report its current status to the server at specific intervals, store data received from the server,
and execute commands received from the server.

The Contractor shall submit the manual and operation and maintenance instructions
regarding the use of the Automation System to the Administration.

The Contractor shall be responsible for all damages that may occur during transportation,
storage and stacking of all components and for the elimination of these damages, and
damaged or lost materials shall be replaced with new ones by The Contractor.

4.2. Automation System Components

Automation system components shall consist of intake valve, sensor, flow meter and
gateway.

All of the used chips shall have the ultra-low power consumption (ULP) feature.

All automation system components shall be compatible with the software on the server at
the DSI General Directorate and shall be compatible with the LoRaWAN remote
communication and control infrastructure.

The communication distance of the LoORaWAN system in an open area shall be at least 10
km and in hilly terrain it shall be the distance specified in the drawing sheet regarding the
communication architecture.

The communication units of all automation system components shall be compatible with
current protocols using LoORaWAN MAC version 1.0.4 or higher, shall have TS EN 50561-1,
TS EN 55035 standard compliance certificates, and the activation method shall be over-the-air
activation (OTAA). The LoORaWAN receive class shall be Class C.

When a component is in sleep mode, there shall be no loss of commands sent between the
component and the gateway. Commands sent by the software shall be executed immediately
upon receipt by the device.

The locations of the gateways shall be determined by taking into account the
communication infrastructure and land conditions in the region where the work is carried out,
so that each IV, sensor and flow meter shall be within the coverage of two gateways, and the
communication architecture shall be created and submitted to the DSI Information
Technologies Department for approval.

The gateway and sensor shall be positioned so that the LoRaWAN Spreading Factor (SF)
shall support SF7 to SF12 series; the automation system shall have an infrastructure that
allows automatic switching of the components between the SF7 ~ SF12 series spreading
factors, without being affected by climate conditions and plant growth.



Embedded software shall have a perpetual license, shall be operated and updated on-site
over-the-air (OTA) without physical access and compromising the product's dust and water
protection class; the existing system shall continue to operate during the update process. It
shall be structured to allow for reverting to the previous version in case of any problems. The
Contractor/Manufacturer shall update the embedded software for a period of 5 years from the
date of provisional acceptance and approval, in accordance with the Administration's request,
based on evolving technology and protocols. This update shall be made using portable
wireless update hardware that The Contractor/Manufacturer shall provide to the
Administration.

The timestamp shall be obtained from the DSI National Time Protocol (NTP) server. All
data containing time information shall be adjusted according to this timestamp.

4.2.1. Intake Valve (IV)

The intake valve (IV) to be used in the automation system shall comply with the General
Technical Specifications for Water Control Elements (WCE) in terms of its technical,
mechanical, and electronic specifications. The IV shall have successfully passed all tests
specified in WCE specification.

4.2.2. Control Unit

The control unit of IV shall perform control functions based on flow measurement
described in WCE specification 4.11.5, and shall meet the requirements described in that
specification.

The control unit shall monitor the data from the flow metering unit, control the shut-off
mechanism, and operate according to the water allocation amount or command from the
Server.

The control unit shall be located on the shut-off mechanism. IVs without a control unit
shall not be used except in irrigation areas where the operating pressure remains below 3 m.

The connection cable between the control unit and the flow meter, as well as the hydraulic
system pipe that enables the shut-off mechanism to operate, shall be protected and concealed
from external interference. If the connection cable breaks, the valve shall shut off water flow
within 30 seconds at the latest. The flow meter shall transmit the meter number, measurement
time, and current flow rate information to the control unit.

The control unit and socket connections shall have at least [P68 protection class.

The control unit shall include a GNSS (GPS) module and shall have an integrated GPS
antenna with at least 4 dBi gain.

There shall be a communication module within the control unit that shall have a modular
structure having wired connection between the control unit and the flow measurement unit,
also shall have wireless enabling remote access and control, and shall operate with the energy
of the control unit.

The periodic data transmission frequency of the control unit shall be adjustable remotely
according to the rules regarding the time periods given by DSI.



The control unit shall receive time information from the LoraWan network, verify it once
a month, and update it according to the time update command from the server.

The IV control unit shall have at least 16 MB of memory for data recording. Data in
memory shall not be deleted unless the data is transferred to the server or the storage capacity
is reached. When the memory is full, the IV shall automatically stop operation and generate
an error code within its own hardware based on the warning/alert codes received from DSI. In
case of a communication problem between the IV and the software, the IV shall store the data
used in communication for the entire irrigation season in its own memory.

The control unit shall record the water allocation from the server regarding the water user
and the time irrigation can be done, shall allow irrigation according to this information, and
shall act according to the new allocation if the water allocation changes at any time from the
server. The control unit shall not execute deletion commands from the server while there is
any consumption data that has not yet been transmitted to the server. It shall perform the
deletion process after the all the consumption information reaches the server.

Data on the control unit shall only be deleted by a command from the server. There shall
be no delete feature on the control unit or in the menus accessed via the card.

If there is water flow after the valve close command, the control unit shall generate a
water leakage warning code and transmit it to the gateway with a command/status message.

In case of reverse water flow, IV shall record reverse flow as negative consumption and
the reverse flow amount shall be deducted from the main consumption.

The server shall be able to query and update all data produced, transmitted and stored by
the control unit at any time.

From the control unit display, water user card number, type, instant or total
allocation/consumption information, battery level, open/closed location information, fault
status, external intervention status, date, installation location, and intervention information by
authorized personnel can be read. The display shall support Turkish characters, allowing for a
minimum of eight characters in 20-point font. The display shall illuminate when a button is
pressed or a card is scanned, and shall dim again after a preset time in the software. It shall be
easily readable in both darkness and daylight.

Water user cards shall be contactless and can be read at 13.56 MHz from a maximum
distance of 10 cm, according to the TS ISO IEC 14443 standard series, and shall have the
AES security protocol specified by the standard, and this shall be documented. The card shall
only carry identifying information, and the serial number cannot be changed later. The card
shall protect and retain the information for at least ten years. The manufacturer guarantees that
the card shall be designed to prevent unauthorized duplication. The control unit shall be able
to operate cards from all manufacturers without any further processing. In this context, the
card data structure shall be created by The Contractor and delivered to the Administration. In
case of any operational issues, the Administration may provide its card data structure to any
manufacturer (brand-independent) to have a new card and/or card loading unit produced or
reconfigured. Card identification shall be performed through the Administration's software,
and the process shall be recorded in the software.

The cards shall include the DSI logo and the name of the irrigation project.



Two card types shall be defined as user and administrator cards and each shall have
different color.

When the user card is scanned into the meter or a remote opening command is given, [V
shall open the shutdown element and send a status message to the gateway, notifying that
irrigation has started in the system. When the user card is scanned again and irrigation is
completed, or a remote shutdown command is issued, the IV shall close the shutdown element
and send a status message to the gateway indicating the consumption amount. The user's
water consumption shall be calculated on the server.

Multiple users shall be assigned to a IV. A meter whose user card has been scanned shall
not function if another user card is scanned. The card assigned to the user shall be usable at
another meter if the user has another subscription.

The association between the user and the card shall be stored on the server. The server
shall transmit this information to the control unit, and if communication is interrupted, the
control unit shall continue to record with this information. User information shall be updated
or deleted via a command from the server.

The administrator card to be used by the operating personnel shall have the authority to
open and close all IVs and shall be able to reactivate the closing unit that has been completely
closed as a result of the intervention.

The manufacturer shall not give the source codes of the software running in the control
unit and flow measurement unit to any institution, organization or person other than the
Administration and the operator, and shall deliver the source codes and existing passwords
related to the system to the Administration. The embedded software shall be modular,
allowing for easy integration into the system if a module is replaced, isolated, or new modules
are added. Such situations shall not require the suspension of applications or the
reconfiguration of the system.

If the water allocation is complete but the closing unit does not shut down the water, the
metering unit shall continue counting, and the amount of water used shall be recorded. In this
case, the indicator shall issue a warning. If water flows after the valve close command, it shall
issue a water leak warning. This data shall be transmitted to the server.

Orders sent by the server shall be active as soon as they are sent.

4.2.3. Sensor

Sensors (sensor, measuring instrument, station, etc.) shall comply with the General
Technical Specifications for Hydrometric and Meteorological Measuring Elements (HMME)
in terms of their technical, mechanical and electronic properties.

Depending on the automation system's needs, one or more or all of them of the sensors in
the HMME may be used. Sensor frequency shall be specified in the Special Technical
Specifications, taking into account the irrigation area, plant pattern, and soil texture.

The sensor shall have a remote and automatic calibration capability.

The sensor shall operate with batteries or solar panels.
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The sensor shall measure data required for operational use and transmit it to the gateway
every hour via LoraWAN 1.0.3 Class A or a higher version communication protocol.

The sensor shall be able to communicate directly with the gateway without a data logger.

The sensor may be manufactured to measure a single parameter as well as to measure all
parameters simultaneously.

If it is planned to place at least three sensors at a distance of 3 meters from each other,
communication conditions are poor due to dense vegetation, and there is a need to record data
in the field at the same time for a certain period of time, all sensors may be connected to a
single data logger. In this case, the sensor's data logger shall comply with the HMME and
shall not contain a modem or camera. The sensor's data logger shall have at least 16 MB of
memory for data recording. The data in the memory shall not be deleted unless the data is
transferred to the server or its storage capacity is reached. In the event of a communication
problem between the sensor and the software, the sensor's data logger shall store the data
measured for the entire irrigation season in its own memory.

The pressure sensor, which shall be installed to detect loss/leakage/burst information in
the pipeline, shall have a fireproof AISI 316L body with an IP67 protection rating and a
pressure resistance of up to 16 bar. It shall have an AISI 316L diaphragm resistant to
temperature changes and a ceramic sensor. It shall have at least a three-wire cable structure,
and data communication shall be provided via RS-485. The operating temperature range shall
be -40°C to 100°C, and the measurement accuracy shall be +0.25 bar.

The sensor shall have electromagnetic noise cancellation.

4.2.4. Flowmeter

In terms of technical, mechanical and electronic features, the flow meter shall comply
with WCE specification article 4.13 in closed systems and HMME specification articles 5.2.4
or 5.2.5 in open systems.

The flow meter shall be able to communicate directly with the gateway without a data
logger.

The flow meter may operate with external current, battery or solar panel.

The flow meter shall measure data suitable for production purposes and transmit it to the
gateway every hour via LoraWAN 1.0.3 Class A or a higher version communication protocol.

4.2.5. Gateway

A gateway shall be established with at least 250 automation system components that can
communicate bidirectionally for IV and unidirectionally for others. The gateway shall have at
least 256 MB of memory and 128 MB of DDR RAM. The number of internal transmission
channels on the gateway shall be 8 uplink channels and 1 downlink channels, and the
operating frequency shall be in the range of 863-870 MHz. The gateway shall be positioned
on a mounting pole, details of which shall be specified in the specific technical specifications,
and shall operate in the temperature range of -30°C to +60°C. The gateway shall have an
outer enclosure that provides [P67 protection. The gateway shall be CE certified.
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The gateway shall have an [P67 protection rating, a LoRa antenna with at least 3 dBi gain,
an H5/LTE (GSM) antenna with at least 3 dBi gain, an Ethernet port, and certification for the
EU 868 MHz ISM Group. The gateway shall have wired and wireless internet access. The
LoRa communication system shall support Adaptive Data Rate (ADR) feature.

The gateway's GSM communication shall be compatible with current GSM networks,
with a minimum of 4.5G. All updates shall be provided remotely. MAC filtering shall be
available for data security. The GSM modem connection speed shall be at least 50 Mbps
download and 10 Mbps upload. GSM cards shall be taken by the Information Technologies
Branch of the relevant DSI Regional Directorate and shall communicate via the DSI access
point (APN).

It shall be compatible with two-way communication and shall operate as a
receiver/transmitter with a packet transfer time not exceeding 1200 ms.

The gateway shall provide a management interface accessible via HTTP.
The gateway shall be compatible with DSI's chirpstack software.
The gateway shall have the capability to be remotely resettable at a regular interval.

To ensure gateway security, a camera system sensitive to movement within 2 meters of the
gateway, connected to the same GSM line as the gateway, shall be installed. In the event of
movement, a three-second image with a resolution of at least 1920 x 1080 and at least H.264
compression shall be transferred to the main server. The image shall include a timestamp and
the structure name.

4.3. Energy Source

Automation system components shall have a minimum 3.6 volt 19,000 mAh battery.

The gateway, 1V, and sensor/flow meter with data logger shall be additionally powered by
a solar panel. The solar panel used for the IV and data logger shall have an output of at least
20 watts, while the solar panel used for the gateway shall have an output of at least 100 watts.
The solar power unit shall include a charge control unit that automatically adjusts voltage,
supports step-charge technology, automatically activates, and provides LED warning lights
and information about battery charge and solar panel charging status.

In cases where both the battery and solar panel are used simultaneously, the solar panel
shall be the primary energy source. Necessary equipment shall be provided to ensure
uninterrupted operation of the automation system components during cloudy weather
conditions, when the battery is replaced, or when the gel battery/solar panel/charge regulator
is replaced.

In cases where the battery and solar panel are used simultaneously, the battery shall be
rechargeable. In this case, the battery shall be powered by the solar panel, and the
manufacturer shall take the necessary hardware measures to ensure battery life. Regardless of
whether the battery is rechargeable or not, the automation system components and battery
holders shall be designed to be compatible with both battery types.

The voltage and need calculations for the energy source shall be made by The Contractor
and submitted to the Administration, and the uninterrupted operation time for data recording
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and communication shall be guaranteed to be five years if the energy source is a battery, and
ten years if the battery and dry gel battery / solar panel / charge regulator are used together.

The energy source design shall be made so that, when necessary, energy source changes
can be made by non-technical personnel without any additional knowledge or equipment.

Additional parts, tools and equipment required for the proper installation of energy source
materials shall be provided by The Contractor.

The maximum time between the date of manufacture and the date of delivery of the
batteries and accumulators to be used shall be six months, and the maximum time between the
date of manufacture and starting the date of operation of the product shall be twelve months.
Materials exceeding this time period shall be removed from the construction site immediately,
at The Contractor's expense.

The protection box of the solar panel system shall have an IP 55 protection degree, shall
be made of 2 mm double layer sheet metal and shall have dimensions of at least 40 x 30 x 20
cm.

The energy level in the automation system components shall be continuously controlled
via electronic circuitry.

The manufacturer shall inform the Administration about the standard and technical
specifications of the battery/accumulator it uses and where it can be obtained during the
renewal phase.

In places where there is an external current source, external current may be used as
external power, provided that permission is obtained from the Administration.

4.4. Software

Irrigation shall be monitored, controlled and managed via software.

Software hosted on the main server of the DSI General Directorate, developed and
maintained under the authority of the Administration shall enable irrigation by turning IVs on
and off at appropriate times for irrigation planning, storing data, and analyzing data based on
field data, without requiring manual intervention. This software shall communicate directly
with the gateway.

The software's DNS address; data communication application command sets from the IV
to the gateway, from the sensor/flow meter to the gateway, from the gateway to the primary
server; and data communication application command sets from the primary server to the
gateway and from the gateway to the IV shall be provided by the DSI Information
Technologies Department. All manufacturers shall use the same command sets and
error/warning/penalty codes in data transfer from the gateway to the IV.

All manufacturers shall design embedded software based on this information.

The Contractor may use any programming language in the data transfer from IV to the
gateway.
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All automation system components shall exchange data with the gateway using a fixed
data format determined by the Administration, regardless of brand, with the aim of ensuring
that these data are understood by different systems.

Pre-paid cards shall not be used, and users' water allocation information shall be kept on
the server.

In the event of a communication problem between the field and the software, the water
distribution technician shall manually implement the water distribution program. Once
communication is restored, the software shall first record the manual transactions performed
on the IV during the communication period into the database. The system shall then proceed
with a new scenario based on the water distribution program's current status and record a
report accordingly.

The Contractor shall provide the Administration with a portable gateway that shall be used
at any time and has the features specified in this specification, to be used in situations where
communication is problematic.

Data transferred from IV shall be processed in the water distribution program developed
on the server. Throughout the irrigation season, user and card-based usage, land size, crop
type, loss and illegal usage, system pressure, and malfunction records shall be kept.

The software shall monitor soil moisture, precipitation, pressure in pipelines, air
temperature, soil temperature or any sensor/flow meter added to the system, based on data
from the sensors in the field.

The software shall not allow prepayment methods such as virtual credits or advances.

The software shall allow the use of a maximum of 10 m? of water with manager cards and
shall prevent the use of water exceeding this amount.

4.5. Communication Rules

The automation system shall provide uninterrupted two-way data transfer to the DSI
software without any data loss within the rules prepared by the DSI Information Technologies
Department through the data communication application.

The manufacturer/contractor shall not change the rules permitted by the Administration
and shall not transfer data other than the data requested to be transferred.

The IV's control unit shall send a command acknowledgment (uplink) for the commands
received from the server (downlink). While the valve is open, the control unit shall
continuously transmit data to the server at certain time intervals, selectable by the server, until
the valve is closed. The control unit's configuration parameters shall be configurable and
updated using a command sent from the server. Penalty codes generated by tampering with or
misuse of the control unit shall be deleted using a command sent from the server.

The name, format and sending frequency of the generated data to be transmitted to the
gateway shall be in accordance with Table 1 for the control unit in each branch of the IV and
Table 2 for the data logger of the sensor/flow meter. The name, format, and sending frequency
of the data sent from the gateway to the server shall comply with Table 3. The generated data
shall be packaged in the order specified in the specifications and sent to the gateway in the
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format provided by the DSI Information Technologies Department. The format and frequency
of the data in these tables may be changed according to the communication rules to be
obtained from the DSI Information Technologies Department.

The water user card number shall be matched with the water user number, Turkish ID
number, name, island/parcel information, and personal contact information only on the server.
The server shall only share the first three letters of the water user's first name and the first
three letters of their last name.

Error, warning, penalty (H#) code numbers classified by DSI shall be used.

Table 1: Data to be transmitted from the control unit in each branch of the IV

Data Field Format Explanation Data Sending
Frequency
Meter number U# Meter number as many as the | Within the time
meter sequence number to be period determined
derived from the IV number by the server
Example:
DSI2025 1
DSI2025 2
IV number consists of 13
digits;
U: Three-letter abbreviation
representing the manufacturer's
name
#: yyyy serial number
Control unit MAC Manufacturers shall determine | Every time it
number freely communicates
(DevEUI)
Geographic GPS When queried from
location the server
Card number # Card number given to water When the card is
users scanned
Valve opening ddmmyyyy- The record generated when the | When the valve is
time ssmm water user card is scanned opened
Valve closing ddmmyyyy- The record generated when the | When the valve is
time ssmm water user card is scanned closed
Total amount of | m? The amount of water that has Within the time
water used (two digits passed through the branch period determined
after the where the meter is located by the server
decimal point) | since production
Data Field Format Explanation Data Sending
Frequency
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3

The amount of | m The amount of water measured | 30 seconds after the
water used by a | (two digits between the valve opening and | valve closes or
water user after the closing time within the time
decimal point) period determined
by the server during
irrigation
Instantaneous 1/s The amount of water in liters When queried from
flow rate passing in one second the server or during
the irrigation period,
or within the time
period determined
by the server.
Fault H#ddmmyyyy- | Fault code and time When there is a fault
information ssmm information of the fault
Energy level % Status of IV's energy source Every time it
(integer) communicates
Software # Embedded software version When the version is
version (0-254) number updated or monthly

Table 2: Data to be transmitted from the data logger of the sensor/flow meter

Data Field Format Explanation Data Sending
Frequency

Control unit MAC Manufacturers shall determine | Every time it

number freely communicates

(DevEUI)

Data suitable for | ddmmyyyy- All data produced by the When queried from

production ssmm sensor/flow meter, including the server or hourly

purposes timestamps

Fault H#ddmmyyyy- | Fault code and time When there is a fault

information ssmm information of the fault

Energy level % Status of sensor/flow meter's Every time it
(integer) energy source communicates

Software # Embedded software version When the version is

version (0-254) number updated or monthly
Table 3: Data to be sent from the gateway to the server

Data Field Format Explanation Data Sending

Frequency

Control unit MAC Manufacturers shall determine | Every time it

number freely communicates

(DevEUI)

Channel #frequency Frequency information on Every time it

information which the gateway listens to communicates
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devices sending data from the
LoraWAN network

Data rate # Data rate information Every time it
communicates
Error correction | #/# Every time it
rate communicates
Timestamp H#ddmmyyyy- | Time when data was received | Every time it
ssmm communicates
Video 1920x1080 At the moment of
mpeg/flv/hls movement
Transferred data All data sent from the data Every time data
logger/control unit logger/control unit
communicated with
the gateway
Fault H#ddmmyyyy- | Fault code and time When there is a fault
information ssmm information of the fault
Signal quality (RSSI/SNR/d | Communication quality Every time it
(GSM) Bm) between the gateway and the communicates
server
Signal quality (RSSI/SNR) The signal quality of the data Every time data
(LoraWAN) sent from the data logger/control unit
logger/control unit shall be communicated with
calculated and transmitted to the gateway
the server.
Energy level % Status of the energy source Every time it
(integer) communicates
Software # Embedded software version When the version is
version (0-254) number updated or monthly

5. INSTALLATION AND ON-SITE ASSEMBLY

The following points shall be considered when assembling automation components:

The protective structure of the component shall have a minimum distance of 50 cm from
its side surfaces and a minimum distance of 10 cm from its top surface. For air valves, the
distance to the top surface shall be at least 30 cm.

Protective structures shall comply with Article 10 of the HMME GTS according to the

station type.

To provide ventilation, holes of at least @50 mm shall be drilled in two opposite walls of
the protective structure, one at the top and one at the bottom.

Every effort shall be made to protect the component from impacts and damage.

The bolts, washers, and nuts used in the assembly shall be electro-galvanized. To prevent
damage to the coating, galvanized washers shall be used on both sides of the bolt.
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The Contractor shall be responsible for the installation and assembly of the components
at the construction site, including necessary connections, welding, and cleaning.

If the poles on which the gateway shall be installed are higher than two meters, the
installation process shall not be carried out without preparing a static calculation report and
drawings, and obtaining approval from the Administration. Additionally, poles higher than
three meters shall have lightning protection gear. The poles shall be made of galvanized steel.
The electrical system shall be grounded in accordance with the Regulations on Grounding in
Electrical Installations.

The poles and mounting components for the solar panels required for the IV, sensor and
flow meter shall be manufactured and constructed by The Contractor in accordance with the
design prepared according to the principles of science and art.

If a suitable pole location cannot be found on site, installation may be carried out on
existing protective structures, provided that it does not affect the function of the structure and
with the approval of the Administration.

An O-type flow baffle shall be used before the pressure sensor.

Measurement checks shall be carried out before concrete pouring.

6. TESTS

6.1. General

The tests described in this section shall be conducted to determine whether the product
meets the specifications outlined in the document. Inspection and acceptance committees shall
not request repetition of type tests other than those specified in the specifications, and shall
review the results of the type tests.

The test results and conditions shall be recorded in a report.

Components of the same type submitted at one time shall be considered a batch. From
each batch, three samples shall be taken randomly from among the components that make up
the batch.

If the results of any test performed on a sample are unsuitable, no further tests shall be
conducted on the sample, and the sample shall be classified as nonconforming.

If all samples pass the tests successfully, the batch shall be accepted; otherwise, the entire
batch shall be rejected.

Samples from the accepted batch that are found to be defective shall not be accepted.
When a batch submitted for inspection is rejected, any identified nonconformities and defects
shall be clearly documented with a report. This report shall be prepared in 3 copies to be
given to the manufacturer, The Contractor and the Administration.
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When a batch submitted for inspection is accepted, a brief descriptive record containing
the technical specifications and serial/registration numbers of all components in the batch
shall be made. The inspection and test report attached to this record shall include the results of
all tests performed on all samples, regardless of whether they are defective or not.

The serial/registration numbers of the products being tested shall be shown in bold font
on the report.

Tests shall be conducted on samples taken from each batch. However, visual inspection
shall be performed on the entire batch.

Unless otherwise specified, the tests in this section shall be performed at the
manufacturer's facilities using the manufacturer's calibrated equipment.

6.2. Type Tests

The tests conducted on one or more products representing the manufacturing process and
design, in order to determine whether the product conforms to the desired specifications.

The Contractor shall submit the documents relating to the type tests to the
Administration.

When automation system components are removed after being submerged in a tank with
a water depth of 3 m for 3 hours (for IP68 products) or 0.5 m for half an hour (for IP67
products), no ingress of water shall be observed inside the product, achieving the desired level
of protection.

The protection degree determination test shall be performed on only three similar
products; the entire product group shall then be considered suitable.

6.3. Inspection and Acceptance Tests
These are tests conducted to determine whether the product conforms to the specifications
stated in the technical specifications and drawings.

No tests shall be conducted other than those specified in the relevant specifications.

Inspection and acceptance committees shall conduct the tests specified in 6.3.1, 6.3.2 and
6.3.3 at the manufacturer's premises before manufacturing/assembly begins.

Once a report is prepared stating that the products are suitable, the products shall be
shipped to the construction site.

6.3.1. Examination of documents

Type test certificates and, if applicable, documents relating to tests performed on the
product during production to determine its conformity to the required specifications shall be
examined for compliance with the specifications.
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The Contractor shall deliver to the Administration all Turkish technical documentation
and brochures, calibration certificates, installation and user manuals, and operation and
maintenance instructions for the embedded software and all automation components. A
schedule detailing the technical specifications of all mechanical and electronic components
used in the system shall be submitted to the Administration prior to provisional acceptance.
These documents shall be reviewed for compliance with the specifications.

6.3.2. Visual examination

All markings and technical information on the product shall be visually inspected to ensure
they conform to the specifications. The product surface shall be free of dents, cracks, and
scratches.

The manufacturing, workmanship, and design specifications outlined in the document shall
be visually inspected.

6.3.3. Automation Test

At the manufacturing facilities, for automation software and hardware, at least two pieces
of two-arm IV, one piece of each sensor and a software and automation experimental setup
communicating via a gateway shall be available with the same specifications as those used in
the field. This setup shall be tested to ensure that the irrigation automation software,
hardware, operating conditions, IV, sensors, flow meter, and gateway are functioning
according to this specification. This system could be directly connected to the water system,
or it could be created with systems that allow it to emulate hydraulic flow signals even when
there is no water.

Hardware and software that do not provide the automation required in this specification
shall not be accepted.

6.3.4. Field Measurement

The voltage and energy consumption of all components shall be checked, and an Energy
Consumption Report shall be prepared after measuring whether the specification requirements
are met.

A Healthy Communication Report shall be prepared, confirming that the communication
units are functioning correctly and that data is received, and demonstrating that the LoRa
spreading factor of at least SF7.

An "IV Positioning and Successful Access Report" shall be prepared after verifying that all

IVs can be remotely turned on and off via command from the software installed on the server,
and that their geographical locations determined via GPS are transmitted to the server.

20



Battery endurance tests shall be conducted for a number of IV samples, where the sample
size is the nearest largest integer equal to 0.5% of the total IV sample population, but not less
than three pieces. The battery endurance test shall be conducted by having the IV function
continuously for two thousand minutes, with the software on the server sending a command to
the IV every minute—turning it on in the first minute and turning it off in the next minute. If
the IV fails to turn on/off or its battery runs out during the test, the test shall be considered a
failure, and The Contractor shall remove the IV from the site and replace it with a new one.
Battery endurance tests shall continue to be performed on IVs until the number of successful
experiments equals the number of samples. Log records showing the software's
communication times and commands shall be added to the Battery Endurance Test Report.

Upon The Contractor's request letter, the Administration, specifying the registration
number of each element, shall request log information from the DSI Information Technologies
Department showing that communication was established and data was transferred for each
IV, sensor, flow meter, and gateway.

A provisional acceptance application shall not be submitted until positive results are
obtained regarding the log records and reports specified in this section for all automation
system components.

Prior to provisional acceptance, the automation system shall be operated continuously for
at least thirty days to conduct a trial automation operation without disrupting irrigation
services. If the trial operation is successful, a Trial Automation Operation Report shall be
prepared. If at least three users report inability to access or utilize the service, the process
shall be restarted, and this shall be also noted in the Trial Automation Operation Report.

During the thirty-day trial period, The Contractor shall provide a theoretical and practical
training with minimum of 30 hours of practice on installation and operation & maintenance to
at least 10 personnel from among those actively working in operation and maintenance with
one personnel for every five hundred hectares of irrigation area selected with the
Administration's approval, at a Training Center designated by the Administration. The
Contractor shall prepare the training materials for the personnel attending the training, in a
quantity equal to the number of participants.

If the measurements taken on-site by the acceptance committee during the provisional

acceptance process do not match the data kept on the software during this period, the
provisional acceptance process shall be postponed until the system is functioning correctly.
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7. REFERRED STANDARDS AND/OR DOCUMENTS

This technical specification refers to other standards and/or documents. These references
are indicated in the text where appropriate and are listed below. Only the edition cited applies
for dated references and for undated documents, the latest edition of the document cited
(including all amendments) applies.

No. of standard

Turkish Title

English Title

TS EN 50561-1

Algak gerilim tesislerinde
kullanilan gii¢ hatt1 iletisim
cihazlar1 — Radyo bozulma
karakteristikleri — Sinirlar ve
6leme yontemleri — Boliim 1:
Evde kullanilan cihazlar

Power line communication
apparatus used in low-voltage
installations - Radio disturbance
characteristics - Limits and
methods of measurement -- Part 1:
Apparatus for in-home use

TS EN 55035

Multimedya ekipmaninin
elektromanyetik uyumlulugu -
Bagisiklik gereksinimleri

Electromagnetic compatibility of
multimedia equipment - Immunity
requirements

TS EN ISO 9001

Kalite yonetim sistemleri —
Sartlar

Quality Management Systems-
Requirements

TS EN ISO 14001

Cevre yonetim sistemleri —
Sartlar ve kullanim kilavuzu

Environmental Management
Systems — Requirements with
Guidance For Use

Bilgi giivenligi, siber gilivenlik ve
kisisel gizliligin korunmas -

Information security, cybersecurity
and privacy protection -Information

TS EN ISO 27001 e . . _
Bilgi giivenligi yonetim sistemleri | security management systems -
-Gereklilikler Requirements
Is saglhig1 ve giivenligi sistemleri - Occupational health and safety
TS ISO 45001 3 sagliglve g & management systems -

Sartlar ve kullanim kilavuzu

Requirements with guidance for use

TS ISO IEC 14443

Kisisel tanimlama i¢in kartlar ve
giivenlik cihazlar1 - Temassiz
yaklastirmali nesneler

Cards and security devices for
personal identification -
Contactless proximity objects

R.G.:21.08.2001

Elektrik Tesislerinde
Topraklamalar Y dnetmeligi

Regulation on Earthing in
Electrical Installations

RO2 20211207

Su Kontrol Elemanlar1 Genel
Teknik Sartnamesi

General Technical Specification
for Water Control Equipment

R0O0 20221011

Hidrometrik ve Meteorolojik
Olgiim Elemanlar1 Genel Teknik
Sartnamesi

General Technical Specifications
for Hydrometric and
Meteorological Measurement
Elements
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8.

8.1.

ANNEXES

Automation System Components Evaluation Form
To the Regional Directorate of ... (Administration) / To the ... Department

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (Contractor), the detailed technical specifications of the automation
system components to be used within the scope of the work titled “... (name of the work)” are
presented below for your appropriate review.

Kindly submitted for your consideration.

Contractor's Representative

Material
Name

Technical
Specifications

Operating
Conditions

Embedded
Software
Information

Automation
Architecture

Manufacturer
Name

Manufacturer
Website

(network
switch /
detector
/ flow
meter /
V)

http://...

ANNEX: User manuals of the above-mentioned products (... pages)
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8.2.  Test and Inspection Report

TEST AND INSPECTION REPORT
Name of the Work :

Administration

Name of The Contractor
Manufacturer

Report Number

Report Date

Subject of the Report . Testing and inspection of automation system components.

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (contractor), the automation system components included in the
scope of the work titled “...(name of the work)” and manufactured at the ... (manufacturer
name)/... (province) factory, with the basic characteristics and quantities specified below,
subjected to the tests specified in the general technical specification for water control
equipment.

As a result of the tests and inspections carried out under the supervision of
representatives of DSI, The Contractor and the Manufacturer, it has been determined that the
automation system components listed below have been manufactured in conformity with the
approved project documents and technical specifications, and their transport from the factory
to the site has been deemed appropriate.

Serial number Type of Equipment Technical pecifications  Quantity
Gateway/Sensor/
(Nameplate number) Elowmeter/ IV (...) X pcs

1
2
3
4
This report was prepared and signed in three (3) copieson .../.../....
ANNEX-1: Factory Test Reports (... pages)

ANNEX-2: Inspection Checklists/Schedules (... pages)

DSI Inspection Committee

Chair Member Member

Contractor's Representative Manufacturer
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8.3. Energy Consumption Report

ENERGY CONSUMPTION REPORT

Name of the Work

Administration

Name of The Contractor

Manufacturer

Report Number D ETT - ...

Report Date R A A

Subject of the Report : Determining the energy consumption of automation system
components.

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (contractor), energy consumption data of the automation system
components included in the scope of the work titled “...(name of the work)” are presented

below.

The tests revealed that the current, voltage, and energy consumption of the automation
system components complied with the specification requirements.

Registration Type Current Voltage Consumption

Number

number)

Being Drawn Being Drawn (Wh)
(A) V)

(Nameplate Gateway/Sensor/

Flowmeter/IV

This report was prepared and signed in three (3) copieson .../.../....

Contractor's Representative Inspection Engineer

[ooo /...

Inspection Supervisor
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8.4. Communication Network Report

COMMUNICATION NETWORK REPORT

Name of the Work

Administration

Name of The Contractor

Manufacturer

Report Number : SIT -- ...

Report Date SO AR A

Subject of the Report . Determining whether the automation system components

having a proper communication and data transfer.

In accordance with the contract signed between the General Directorate of State

Hydraulic Works and ... (contractor), communication status of the automation system

components included in the scope of the work titled “...(name of the work)” are presented

below.

The tests revealed that the communication status of the automation system
components complied with the specification requirements.

Registration Type Spreading Signal Quality
Number Factor (RSSI/SNR/dBm)
(Nameplate Gateway/Sensor/ N
! number) Flowmeter/IV (SF7~12) #
2
3
4
This report was prepared and signed in three (3) copieson .../.../....
Contractor's Representative Inspection Engineer

[ooo ...

Inspection Supervisor
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8.5. IV Positioning and Successful Access Report

IV POSITIONING AND SUCCESSFUL ACCESS REPORT

Name of the Work

Administration

Name of The Contractor

Manufacturer

Report Number : SKBET -- ...
Report Date R A

Subject of the Report . Determining whether GPS units of the Intake Valves working
and can be controlled by the server.

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (contractor), remote control and position information status of the
automation system components included in the scope of the work titled “...(name of the
work)” are presented below.

The tests revealed that the remote control and also positioning done through GPS units
of Intake Valves is complied with the specification requirements.

Registration =~ Meter Number  Opening Closing Time Positioning
Number Time Information
Status
(successful /
(ggaayyyy- (ggaayyyy- unsuccessful
I (IVnumber)  (DevEUT) ssdd) ssdd) access to the
server)
2
3

This report was prepared and signed in three (3) copieson .../.../....
ANNEX-1: Log records for the same registration numbers provided by the software in the
server (... pages)

ANNEX-2: Log records (GPS status) for the same registration numbers provided by the
software in the server (... pages

Contractor's Representative Inspection Engineer

Inspection Supervisor
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8.6. Battery Endurance Test Report

BATTERY ENDURANCE TEST REPORT

Name of the Work

Administration

Name of The Contractor

Manufacturer

Report Number : PDDT -- ...
Report Date T A A

Subject of the Report . Determining whether the Energy Sources of Intake Valves
works are durable for 10 years.

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (contractor), energy source status of the intake valves included in the
scope of the work titled “...(name of the work)” are presented below.

Tests were conducted to determine whether the IV functioned continuously for two
thousand minutes by sending a command to the IV every minute (initially turning it on in the
first minute and then turning it off in the next minute). As a result of these tests, it was
determined that the battery life of the following water intake valves complied with the
specification requirements.

Registration Meter Number Battery Status in The Latest
Number State
1 (IV number) (DevEUI) (%)
2
3

This report was prepared and signed in three (3) copieson .../.../....

ANNEX-1: Log records for the same registration numbers provided by the software in the
server (... pages)

Contractor's Representative Inspection Engineer

Inspection Supervisor
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8.7.  Trial Automation Operation Report

TRIALAUTOMATION OPERATION REPORT
Name of the Work
Administration
Name of The Contractor
Manufacturer
Report Number : DOIT -- ...
Report Date R A

Subject of the Report . Determining whether the automation system works for 30 days
without problem.

In accordance with the contract signed between the General Directorate of State
Hydraulic Works and ... (contractor), The findings regarding the automation system's flawless
operation for 30 days included in the scope of the work titled “...(name of the work)” are
presented below.

The automation system trial in the irrigation area started on ... /... / ... and was
completedon .../ .../ ...

During this period, water users listed below had complaints, and the trial period was
restarted on .../ ... /...

During this period, water users listed below had complaints, However, since there
were complaints less than 3 the trial period was deemed successful.

During this period, no complaints were received from water users, and the automation
system was found to comply with the specification requirements.

This report was prepared and signed in three (3) copieson .../.../....

ANNEX: Complaint Petitions from farmers (... pages)

Contractor's Representative Inspection Engineer

Inspection Supervisor
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